
Q1) Which are the Cybercrime courts what is the procedures, and challenges of
that court

Q2) Write down the Comparative analysis of cyber offenses and traditional criminal
offenses- and Role of law enforcement agencies in cybercrime investigations.

Q3) What is cyberspace, networks, and communication technologies.

Q4) What are the jurisdictional issues of cyberspace.

Q5) What is significance of Digital Personal Data Protection Act 2023 (DPDP Act)
and other related laws.

Q6) What are the Challenges in investigating and prosecuting cybercriminals.

Q7) How can you understand the digital landscape, the internet, and its impact on
legal systems.

Q8) What is Digital forensics? How it is helpful in collecting evidence from
electronic devices?
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Q9) Write short notes (Any four) :

a) Information Technology Act (IT Act) and its amendments.

b) Types of Cyber Crime Phishing, hacking.

c) Landmark Judgement of Cybercrimes

d) Types of Cyber Crime

e) Digital evidence

f) Cyber crime & social media
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Total No. of Questions : 9]

[6637]-317

Diploma in Cyber Laws

T-0101 : INTRODUCTION TO CYBER LAW AND CYBER CRIMES

(2025 Pattern) (Semester - I)

(_amRr ê nm§Va)
doi : 3 Vmg ]                     [EHy U JwU : 100

gyMZm : 1) àíZ H« _m§H 9 A{Zdm`© Amho. Cd©[aV àíZm§n¡H s H moUVohr 5 àíZ gmoSdm.

2) àíZ H« _m§H 9 bm 20 JwU AmhoV Am{U Cd©[aV àË`oH àíZmbm 16 JwU AmhoV.

àíZ 1) gm`~a JwÝhoJmar Ý`m`mb ò (Cybercrime courts) H moUVr AmhoV? Ë`m Ý`m`mb`m§Mr H m ©̀nX²YVr
Am{U Ë`mnwTrb AmìhmZo H moUVr AmhoV?

àíZ 2) gm`~a JwÝho Am{U nma§n[aH \ m¡OXmar JwÝho `m§Mo VwbZmË_H {díbofU {bhm - VgoM gm`~a
JwÝô`m§À`m VnmgmV H m`Xm A§_b~OmdUr H aUmè`m g§ñWm§Mr ^y{_H m ñnï H am.

àíZ 3) gm`~a AdH me (Cyberspace), ZoQdŠg© Am{U g§àofU V§ÌkmZ åhUOo H m`?

àíZ 4) gm`~a AdH memer g§~§{YV A{YH majoÌmMo (Jurisdictional) _wX²Xo H moUVo AmhoV?

àíZ 5) "{S{OQb d¡`{ŠVH S oQm g§ajU H m`Xm 2023 (DPDP H m`Xm) Am{U BVa g§~§{YV H m`X²`m§Mo
_hÎd H m` Amho?

àíZ 6) gm`~a JwÝhoJmam§Mm Vnmg H aUo Am{U Ë`m§À`mda IQbm MmbdUo `m_Ü`o H moUVr AmìhmZo AmhoV?

àíZ 7) {S{OQb n[aÑí` (Digital landscape), B§QaZoQ Am{U Ë`mMm H m`Xoera àUmbtda hmoUmam
n[aUm_ Vwåhr H gm g_OyZ ¿`mb?

àíZ 8) "{S{OQb \ m°aopÝgH ' (Digital forensics) åhUOo H m`? BboŠQ´ m°{ZH CnH aUm§_YyZ nwamdo
Jmoim H aÊ`mgmRr Vo H go Cn`wŠV RaVo?
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àíZ 9) WmoSŠ`mV {Qnm {bhm : (H moUVohr Mma)

A) _m{hVr V§ÌkmZ H m`Xm (IT H m`Xm) Am{U Ë`mVrb gwYmaUm.

~) gm`~a JwÝô`m§Mo àH ma: {\ qeJ (Phishing), h°qH J (Hacking).

H ) gm`~a JwÝô`m§g§~§YrMo Eo{Vhm{gH /_hÎdmMo Ý`m`{ZdmS o (Landmark Judgements).

S) gm`~a JwÝô`m§Mo {d{dY àH ma.

B) {S{OQb nwamdo.

\ ) gm`~a JwÝho Am{U gmoeb {_Sr`m (Social media).
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Q1) Explain the regulatory framework for copyright protection for digital works
with respect to music and videos. Support your answer with the help of case
laws.

Q2) Critically analyze the trademark infringement in digital realm. Support your
answer with recent case laws.

Q3) Discuss the concept of patentability of software and business methods. Explain
the legal position in India with reference to statutory provisions and case
laws.

Q4) Critically analyze the challenges in maintaining data privacy in the era of
technological innovation. Suggest legal and regulatory solutions.

Q5) Describe the role of IP rights in contemporary digital economy with the help
of suitable and relevant examples and cases.

Q6) Explain how regulatory framework in India plays an important role in balancing
innovation and IP rights in current technological environment (cyber world).
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Q7) Critically analyze General Data Protection Regulation and its impact on
businesses.

Q8) What is cyber-squatting? Explain this with the help of different examples.
Explain its impact and preventive measures to control cyber-squatting.

Q9) Write Short notes (Any Two) :

a) Copyright violation in the cyber world

b) Digital rights management

c) Meta tagging

d) Jurisdiction of IP infringement on internet
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Total No. of Questions : 9]

[6637]-318
Diploma in Cyber Laws

T-0102 : INTELLECTUAL PROPERTY ISSUES &
CYBERSPACE

(2025 Pattern) (Semester - I)

(_amRr ê nm§Va)

doi : 3 Vmg ] [EHy U JwU : 100

gyMZm : 1) àíZ H« . 9 gmoS{dUo Amdí`H Amho. Cd©[aV àíZmn¡H s H moUVohr nmM àíZ gmoSdm.
2) àíZ H« _m§H 9 hm 20 JwU AmhoV. Cd©[aV àíZm§Zm 16 JwU AmhoV.

àíZ 1) g§JrV Am{U pìh{CAm|À`m g§X^m©V {S{OQb H bmH¥ VtÀ`m àVm{YH ma g§ajUmgmRr Agboë`m
{Z`m_H Mm¡H QrMo ñnïrH aU Úm. Amnë`m CÎmambm Ý`m`{ZU©`m§À`m AmYmao g_W©Z Úm.

àíZ 2) {S{OQb joÌmVrb Q´ oS_mH© Cëb§KZmMo {M{H ËgH {díbofU H am. Amnë`m CÎmambm AbrH Srb
Ý`m`{ZU©`m§Mm AmYma Úm.

àíZ 3) gm°âQdoAa Am{U ì`dgm` nÕVtÀ`m noQ §QnmÌVoÀ`m g§H ënZoda MMm© H am. d¡Ym{ZH VaVwXr
Am{U Ý`m`{ZU©`mÀ`m g§X^m©gh ^maVmVrb H m`Xoera pñWVr ñnï H am.

àíZ 4) Vm§{ÌH ZdmonH« _mÀ`m `wJmV S oQm JmonZr`Vm OnÊ`m_Yrb AmìhmZm§Mo {M{H ËgH {díbofU H am.
H m`Xoera Am{U {Z`m_H Cnm` gwMdm.

àíZ 5) `mo½` Am{U g_n©H CXmhaUo d àH aUm§À`m _XVrZo g_H mbrZ {S{OQb AW©ì`dñWo_Ü`o ~m¡{ÕH
g§nXm hŠH m§À`m ^y{_Ho Mo dU©Z H am.

àíZ 6) gÜ`mÀ`m Vm§{ÌH dmVmdaUmV (gm`~a OJ) ZdmoÝ_of Am{U ~m¡{ÕH g§nXm hŠH `m§À`mV g§VwbZ
gmYÊ`mV ^maVmVrb {Z`m_H Mm¡H Q H er _hÎdmMr ^y{_H m ~OmdVo, ho ñnï H am.
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àíZ 7) OZab SoQm àmoQ oŠeZ ao½ ẁboeZ Am{U ì`dgm`m§da hmoUmè`m Ë`mÀ`m n[aUm_m§Mo {M{H ËgH {díbofU
H am.

àíZ 8) gm`~a-ñŠdoqQJ åhUOo H m`? doJdoJiçm CXmhaUm§À`m _XVrZo ho ñnï H am. Ë`mMo n[aUm_
Am{U gm`~a-ñŠdoqQJ {Z`§{ÌV H aÊ`mgmRrMo à{V~§YmË_H Cnm` ñnï H am.

àíZ 9) g§{já {Qnm {bhm. (H moUVohr XmoZ)

A) gm`~a {dídmVrb H m°nramBQMo Cëb§KZ

~) {S{OQb A{YH ma ì`dñWmnZ

H ) _oQm Q °qJJ

S) B§QaZoQdarb ~m¡{ÓH g§nXm Cëb§KZmMo A{YH majoÌ
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Q1) Explain the formation of online contracts in e-commerce and discuss their
validity under law.

Q2) Discuss the rights and remedies available to consumers in online transactions.

Q3) Explain the legal aspects of payment gateways and digital wallets in ensuring
secure transactions

Q4) Discuss cybercrimes in e-commerce such as hacking and data theft, along
with legal safeguards.

Q5) Examine the role and liability of intermediaries in e-commerce transactions.

Q6) Discuss the legal issues relating to e-banking and digital payment systems
with reference to cases.

Q7)Analyse the growing concerns relating to cyberspace and cyber technology
in the modern era.

Total No. of Questions : 9]
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Q8) Discuss the role of intermediaries such as websites, Internet Service Providers
(ISPs), and social media platforms in content dissemination. Examine their
legal liability under Indian law.

Q9) Write notes on any four :

a) Click-wrap and browse-wrap agreements

b) Consumer protection in e-commerce

c) Cryptocurrency and legal challenges

d) Cybersecurity in online transactions

e) Safe harbour provisions

f) Data theft and privacy issues
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Total No. of Questions : 9]

[6637]-319
Diploma in Cyber Laws

CDPL-T-0103 : E-COMMERCE
(2025 Pattern) (Semester - I)

(_amRr ê nm§Va)

doi : 3 Vmg ] [EHy U JwU : 100

gyMZm : 1) àíZ H« _m§H 9 A{Zdm`© Amho. Ë`mgmRr 20 JwU AmhoV.
2) Cd©[aV àíZm§n¡H s H moUVohr nmM àíZ gmoSdm. àË`oH àíZ 16 JwU AmhoV.

àíZ 1) B©-H m°_g©_Yrb Am°ZbmBZ H amam§Mr {Z{_©Vr ñnï H am Am{U Ë`m§À`m H m`Xoera d¡YVoMr MMm©
H am.

àíZ 2) Am°ZbmBZ ì`dhmam§_Ü`o J«mhH m§Zm CnbãY Agbobo hŠH d Cnm` (remedies) `m§Mr MMm©
H am.

àíZ 3) gwa{jV ì`dhma gw{ZpíMV H aÊ`mgmRr no_|Q JoQdo Am{U {S{OQb dm°bQ²gMo H m`Xoera n¡by ñnï
H am.

àíZ 4) B©-H m°_g©_Yrb h°qH J Am{U S oQm Mmoar `m§gma»`m gm`~a JwÝøm§Mr MMm© H am VgoM Ë`mdarb
H m`Xoera g§ajUmMr _m{hVr Úm.

àíZ 5) B©-H m°_g© ì`dhmam§_Ü`o _Ü`ñWm§Mr ^y{_H m d O~m~Xmar Vnmgm.

àíZ 6) B©-~±qH J Am{U {S{OQb no_|Q àUmbter g§~§{YV H m`Xoera _wÔ`m§Mr, g§~§{YV Ý`m`{ZU©`m§À`m
g§X^m©gh MMm© H am.

àíZ 7) AmYw{ZH H mimV gm`~añnog Am{U gm`~a V§ÌkmZmer g§~§{YV dmTË`m qMVm {díbo{fV H am.
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àíZ 8) do~gmBQ²g, B§QaZoQ godm àXmVo (ISPs) Am{U gmoeb _r{S`m ßb°Q\ m°_© `m§gma»`m _Ü`ñWm§Mr
gm_J«r àgmaUmVrb ^y{_H m ñnï H am. ^maVr` H m`ÚmZwgma Ë`m§À`m H m`Xoera O~m~XmarMo
narjU H am.

àíZ 9) Imbrbn¡H s H moUË`mhr Mma {df`m§da Qrnm {bhm.

A) pŠbH -a°n (Click-wrap) Am{U ~«mCP-a°n (Browse-wrap) H ama

~) B©-H m°_g©_Yrb J«mhH g§ajU

H ) {H« ßQmoH aÝgr Am{U H m`Xoera AmìhmZo

S ) Am°ZbmBZ ì`dhmam§_Yrb gm`~a gwajm

B) gwa{jV Aml` VaVwXr (Safe harbour provisions)

\ ) S oQm Mmoar Am{U JmonZr`VoMo _wÔo
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Q1) What are guiding principles of data protection under General Data Protection
Regulation (GDPR)?

Q2) Discuss in detail the concept of consent under GDPR and Digital Personal
Data Protection Act, 2023 (DPDPA).

Q3) What are different rights of data subjects under GDPR?

Q4) Explain in detail the obligations of data fiduciary under DPDP Act.

Q5) What are rights and duties of Data principal under DPDP Act?

Q6) Discuss in detail powers and functions of Data Protection Board of India.

Q7) Explain in detail meaning and importance of data minimization under GDPR.

Q8) Discuss the scope and applicability of GDPR and DPDP Act.

Total No. of Questions : 9]
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Q9) Write Short notes on: (Any Four)

a) Rights to access Personal Data

b) Roles and Responsibilities of Data Controller under GDPR

c) Personal Data and Sensitive Personal Data

d) Right to correction and erasure

e) Data Subject tinder GDPR and DPDP Act

f) Obligations of organization while collecting data under GDPR
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Total No. of Questions : 9]

[6637]-320(R)

F.Y. (Diploma in Cyber Laws)

T-0104 : DATA PRIVACY LAWS

(2025 Pattern) (Semester - I) (Paper - IV)

(_amRr ê nm§Va)
doi : 3 Vmg ]                     [EHy U JwU : 100

gyMZm : 1) àíZ H« _m§H 9 A{Zdm`© Amho. Cd©[aV àíZm§n¡H s H moUVohr 5 àíZ gmoSdm.

2) àíZ H« _m§H 9 bm 20 JwU AmhoV Am{U Cd©[aV àË`oH àíZmbm 16 JwU AmhoV.

àíZ 1) General Data Protection Regulation (GDPR) A§VJ©V S oQm g§ajUmMr _mJ©Xe©H
VÎdo H moUVr AmhoV?

àíZ 2) GDPR Am{U Digital Personal Data Protection Act, 2023 (DPDPA) A§VJ©V
g§_Vr (consent) `m g§H ënZoMr g{dñVa MMm© H am.

àíZ 3) GDPR A§VJ©V S oQm {df`mbm (data subject) {Xbobo {d{dY hŠH H moUVo AmhoV?

àíZ 4) DPDP Act A§VJ©V _m{hVr {dœñVm§Mo (data fiduciary) H V©ì`o g{dñVa ñnï H am.

àíZ 5) DPDP Act A§VJ©V Data Principal Mo hŠH Am{U H V©ì`o H moUVr AmhoV?

àíZ 6) Data Protection Board of India Mo A{YH ma Am{U H m`© g{dñVa ñnï H am.

àíZ 7) GDPR A§VJ©V ""{H _mZ Amdí`H _m{hVr g§H bZmMo VÎd'' (data minimization)`mMm
AW© Am{U _hÎd g{dñVa ñnï H am.

àíZ 8) GDPR Am{U DPDP Act `m§Mm H m`©joÌ (Scope) Am{U bmJy hmoÊ`mMr ì`mßVr
(applicability) ̀ m§Mr MMm© H am.
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[6637]-320(R) 4

àíZ 9) Imbrb {df`m§da WmoSŠ`mV {QnUo {bhm : (H moUVohr Mma)

A) d¡`{ŠVH _m{hVr àmßV H aÊ`mMm hŠH (Right to access Personal Data)

~) GDPR A§VJ©V Data Controller Mr ^y{_H m Am{U O~m~Xmè`m

H ) d¡`{ŠVH _m{hVr (Personal Data) Am{U g§doXZerb d¡`{ŠVH _m{hVr (Sensitive

Personal Data)

S) XþéñVr Am{U {dbmonZmMm hŠH (Right to correction and erasure)

B) GDPR Am{U DPDP Act A§VJ©V Data Subject

\ ) GDPR A§VJ©V _m{hVr g§H {bV H aVmZm g§ñWoMr H V©ì`o

♦♦♦
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