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Diploma in Cyber Laws
T-0101 :INTRODUCTION TQ CYBER LAW AND CYBER CRIMES
(2025 Pattern) (Semester - I)

Time : 3 Hours| [Max. Marks : 100
Instructions to the candidates:
1)  Question No. 9 is compulsory solve any 5 questions out of remaining questions.

2)  Question No. 9 carries 20 marks and remaining questions carry 16 marks each.

Q1) Which are the Cybercrime courts what is the procedures, and challenges of
that court

02) Write down the Comparative analysis.of cyberoffenses and traditional criminal
offenses- and Role of law enforcetnent agencies in cybercrime investigations.

03) What is cyberspace, netwerks, and communication technologies.
04) What are the jurisdictional issties of cyberspace.

05) What is significance of Digital Personal Data Protection Act 2023 (DPDP Act)
and other related laws.

06) What are the Challenges in investigating and proseciting cybercriminals.

07) How can you understand the digital landscape, the internet, and its impact on
legal systems.

08) What is Digital forensics? How it is helpful in collecting evidence from
electronic devices?
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09) Write short notes (Any four) :
a) Information Technology Act (IT Act) and its amendments.
b) Types of Cyber Crime Phishirfg%lacking.
c¢) Landmark Judgeert of (;%rg:?rcrimes
d) Types of Cybe@me b\
¢) Digital eviderice) (\,&
7 S

f)  Cyber c@& se@?ﬂ media
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Total No. of Questions : 9]

PF-3119

[66371-317
Diploma.in Cyber Laws

T-0101 :INTRODUCTION TG CYBER LAW AND CYBER CRIMES

(2025 Pattern) (Semester - I)
(TS EUTR)

az : 3 a4 [TuT 70T - 100

e :

1) )uva.ares 9 Sifard Hrg. Saha T9Tdehl HvTagt 5 T9 qigar.
2) gva'sATR 9 @ 20 7T 3HTEd 30T IART Tedeh Ty 16 0T 3.

v 1)

TR TR =mrer (Cybercrime courts) SRIOTAY 91T ? & ~=ATITeTae shielugert
nfoT YLt SATeE VT 3T 2

AR T 30T URUReh hieR] T e et faveiaut forgr — @8 ameer

AR staswmt (Cyberspaee), Yeaa AT TUWUT G5 U i ?
TR STARTIIN wate siferpremr (Jurisdictional ) Hgg whivT 31med ?

‘Tefvrea Safere 21 weemwt wm@er 2023 (DPDP wEen) Siiitga et weagar
HE™ A A ?

TSR [T AUTH 0T SATTOT HTeATeR TEeTl STCial ATHER SOt STeg 3R ?

feftee ufigwa (Digital landscape), $eTe 3T TRIHHAIIR TUMEATER FOTRT
RO TF T TSI ST ?

‘fefvtea wifRre” (Digital forensics) TUTH S ? e IUHUTHT YU
Tie51 SHAUATETS! A Y IUFeRT 3 ?
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wifget wrw ke (1T hreren) o w@mdtel guwo.

R e wehw: e (Phishing), #Rem (Hacking).

TR s UfariEen /v =matiae (Landmark Judgements).
TR T[T, T e SRR,

fefires yua.

AR i wwre frdin (Social media).
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[6637]-318
Diploma-in Cyber Laws

T-0102 : INTELLECTUAL PROPERTY ISSUES &
CYBERSPACE

(2025-Pattern) (Semester - I)

Time : 3 Hours] [Max. Marks : 100
Instructions to the candidates:

1) Question No. 9 is compulsory. Solve any 5 questions out of the remaining
questions.

2)  Question No. 9 carries 20 marks and remaining questions carry 16 marks
each.

Q1) Explain the regulatory framework fon copyriglit protection for digital works
with respect to music and videos, Support.your answer with the help of case
laws.

02) Critically analyze the trademark infringement in digital realm. Support your
answer with recent case laws.

03) Discuss the concept of patentability of software and business methods. Explain
the legal position in India~with reference to statutory provisions and case
laws.

Q4) Critically analyze the challenges in maintaining data privacyyin the era of
technological innovation. Suggest legal and regulatéryysolutions.

05) Describe the role of IP rights in contemporary digital'economy with the help
of suitable and relevant examples and cases.

06) Explain how regulatory framework in India plays an important role in balancing
innovation and IP rights in current technological environment (cyber world).
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Q7) Critically analyze General Data Protection Regulation and its impact on
businesses.

08) What is cyber-squatting? Explainsthis with the help of different examples.
Explain its impact and preventive measures to control cyber-squatting.

09) Write Short notes (Any Twe) :
a) Copyrightwiolation-in the cyber world
b) Digital rights management
c) Metadagging

d) Jurisdictionof IP infringement on internet

363636

[6637]-318 2



Total No. of Questions : 9]
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Diploma-in Cyber Laws

T-0102 : INTEELLECTUAL PROPERTY ISSUES &

CYBERSPACE
(2025-Pattern) (Semester - I)

(ATST TUTR)

de : 3 @] [Tor Ut - 100

e :

1) g, 9 qistaut srayas g, IFRA GyaTdeh! HIUAe grel 997 qiear.
2) ~ 597 AT 9 g1 20 U7 3ATed. IARA GIAIAT 16 T STRA.

e <ieRdi=l TSRt N, U STl A™AHUTEAT TR Tl o,

fefvtee emdicr 2eumeh Seoram fRifthares fayaur S, smuea STRTET StelisReia
rafuiEren SR .

AIFEAIR ST TTHE TgHIeAl YeeUaeal Tehed-er Tl oil. e, aigal
SAUT AU HeHTg WRATH SEei ferd we .

HER anfor Fremes su e,

I JTUT THYh IS0 & THIUTAT Had A THchienH Sfuteet steieaawmey difgs

[T Ik ATATSRUTIG (FTEER S1T) Ja-ay S0t sifgeh HueT goh Jredrd aged
YU HRATAIA TR <iehe Sheft Hexari Uit s=iad, g T8 &,
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Ty 7) R 321 TCHTH TIATH 0T AR om= erean uiure fafeheres fargeraon
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Uy §) UEER-TEATE WU hE ? SRTNIET ISIRIUN=al Wi 3 TI8 1. < giRumd
3ot AR -t FEta s afreerees U™ T 1.
g7 9) wfem o form. (wUd @)
) AR Rade sidEea Seeea
) feEa sftey e
®) W Rm
B) S difgeh UG SecTerTel JTRRRE
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[66371-319
Diploma-in Cyber Laws
CDPL-T-0103 : E-COMMERCE
(2025 Pattern) (Semester - I)

Time : 3 Hours/ [Max. Marks : 100
Instructions to tivexcandidates:
1) Question 9Gs,compulsory. It carries 20 marks.

2)  Ouwtof the-remaining questions, answer any five questions and each such
question carries 16 marks.

Q1) Explain the formation of online contraCts in e-commerce and discuss their
validity under law.

02) Discuss the rights and remedies@yailable {o consumers in online transactions.

03) Explain the legal aspects of ' paymént gateways and digital wallets in ensuring
secure transactions

(Q4) Discuss cybercrimes in e<commerce such as hacking and data theft;along
with legal safeguards.

05) Examine the role and liability of intermediaries in e-comimerce;transactions.

06) Discuss the legal issues relating to e-banking and digital payment systems
with reference to cases.

Q7)Analyse the growing concerns relating to cyberSpace and cyber technology
in the modern era.
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08) Discuss the role of intermediaries such as websites, Internet Service Providers
(ISPs), and social media platforms in content dissemination. Examine their
legal liability under Indian law.

09) Write notes on any four :
a) Click-wrap and ‘browse-wrap agreements
b) Consumer protection~in e-commerce
c) Cryptocurrency and legal challenges
d) Cybersecurity in-online transactions
e) Safe harbour-provisions

f)  Data)theftiand privacy issues
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(TSt TUTR)
de : 3 ard] [Tor 7t - 100

oA ;1) )99 @F4aIE 9 SHarE 3rg. wandt 20 T 3.
2) 3R gvATdhl FHIvIAg urer 99 @SEl. Tedeh 997 16 0T JATeA.

gy 1) Z-hAEREier ATeE SR [ e w5y enfun e SRRyt aud= ==t
.

gyq 2) AT SHOERMED ATEhAT U eiel gk 9 SU™ (remedies) am=ht <=t
.

gv7 3) gifera =aer gifvaa wvamadt ade Hea st feftes aterea syt e e
.

97 4) F-HAENTA T ST ST AN ATEREAT |FR [Nt ol shll aee @reaie
THTAGYR EREAUTH HIFRel! 2.

9T 5) 3-hHE TEENHA NEARATE YU § TTEgH aumit:

99 6) Z-ateRn nfur fefstes Ure yunelivh dafia wEeeiR geai, Hatia ot
HeHWTEE == .

97 7) SN T HEEEIE ST HEeR aHIg) Fetea e faan favaia .
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gy 8) dEEEEH, 3exe W Wer (ISPs) aufur Wiviet Wifean wiewi I Heaweri
AR JERUTE i T8 . WRAE HEETER e HEeyiR AaEeRe
gdteror .

g7 9) Wicieiien! shivTeargd or fersermer don forr.
) fFew-Ta (Clickwrap) snfon smszr- (Browse-wrap) @R
F)  F-hEEEn T EReTuT
&) Toreredt snfur ey snsgm
T) ATAIE HagNHEe AR et
3) gueia ofew™ wgat (Safe harbour provisions)
) ST ST MU T
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F.Y. (Diploma’in Cyber Laws)
T-0104.: DATA PRIVACY LAWS
(2025 Pattern) (Semester - I) (Paper - 1V)

Time : 3 Hours| [Max. Marks : 100
Instructions to the candidates:
1)  Question No. 9 is compulsory solve any 5 questions out of remaining questions.

2)  Question No. 9 carries 20 marks and remaining questions carry 16 marks each.

Q1) What aré'guiding principles of data protection underGeneral Data Protection
Regulation (GDPR)?

02) Discuss in detail the concept of cansent under GDPR and Digital Personal
Data Protection Act, 2023 (DPIPA).

03) What are different rights 0t data subjects under GDPR?

04) Explain in detail the obligations of data fiduciary under DPDP Act.

05) What are rights and duties of Data principal under DPDR Aet?

06) Discuss in detail powers and functions of Data Pxotection-Board of India.

07) Explain in detail meaning and importance of data minimization under GDPR.

08) Discuss the scope and applicability of GDPR and DPDP Act.
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09) Write Short notes on: (Any Four)

a)
b)
c)
d)
e)
f)

Rights to access Personal Data

Roles and Responsibilities of Data Controller under GDPR
Personal Data and*Sensitive Personal Data

Right to correctien and\erasure

Data Subjeet tindet-GDPR and DPDP Act

Obligations of organization while collecting data under GDPR
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[6637]-320(R)
F.Y. (Diploma’in Cyber Laws)
T-0104-: DATA PRIVACY LAWS
(2025 Rattern) (Semester - I) (Paper - 1IV)

(AT TATR)

de : 3 ad] [Tor Ut - 100

qe-T :

1)/ g97'se0TeR 9 SIfAard o1z, Ifa gyardeh! SHvragt 5 97 Giear.
2) T wEtR 9 @ 20 7T 3TEd 30T ISART Tedeh YIATEAT 16 0T 37T

v 1)

General Data Protection Regulation(GDPR), 3{eid ST TReIUT=il HRigyieh
S TRIUTT 3T ?

GDPR stfur Digital PersonaiData Protection Act, 2023 (DPDPA) 3iia
At (consent) 3T Feheu-E HIERR = .

GDPR siata ge fawaren (data subject) fearet fafaer goen wivm smea?
DPDP Act 3iria \ifget fasrara (data fiduciary) sde Aferar w08 .

DPDP Act sfaa Data Principal = gaeh 30T shdedt RIUTNATEA 2

Data Protection Board of India = 31fererR 31ifor erel Gfera v <.

GDPR 3iia ““ferum stmayaeh Aifgdt Tehetgrel v (data minimization)amen
319} 3T WEwe Wi T .

GDPR snfot DPDP Act =i=n &iEas (Scope) iU @my groam=it samedt
(applicability) @r=it =i w1
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Saferdes wifedt U wwuETen gk (Right to access Personal Data)
GDPR st@ia Data Controller =it {Heht 31f0T Samagr=n
Saferrer gt (Personal Data) smfon gagviier daferss migdt (Sensitive

Personal Data)

ToER vt faerdmren gk (Right to correction and erasure)
GDPRsnfur-DPDP Act 3t@ia Data Subject

GDPR 3ieaia ATl Hehford a1 TEA T
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